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Note

Answer ALL questions. Each question will be marked out of 20. The paper will be marked

out of 80, which will be rescaled to a mark out of 100.

Question 1

(a) What is pointer arithmetic? Why can it lead to program crashes? [6 marks]

(b) How can buffer overflow arise in C? Why is it so dangerous? [6 marks]

(c) Consider the following program fragment:

1 struct List˙t –

2 char *elem;

3 struct List˙t *next;

4 ˝;

5

6 int main (int argc, char **argv)–

7 int i = 0;

8 char *arg;

9 struct List˙t *head = NULL, *tmp;

10 while (i ¡ argc) –

11 sprintf (arg, ”Argument %d is %s“n”, i, argv[i]);

12 head-¿elem =arg;

13 head-¿next = tmp;

14 tmp = head;

15 i++;

16 ˝

17 return 0;

18 ˝

The intention is that head points to a list containing the arguments supplied to

the program. The program compiles correctly, but contains errors including but not

restricted to memory management and handling of lists. Identify the errors and

correct them. [8 marks]
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Question 2

The question is about concurrent programming.

(a) In the following program, the main thread creates four peer threads and passes

a pointer to the loop variable to each one. Each peer thread prints a message

containing the loop variable.

1 #include¡stdio.h¿

2 #include¡pthread.h¿

3

4 void *foo(void *arg)–

5 int *myid = (int *) arg;

6 printf(”Hello from thread %d“n”, *myid);

7 return NULL;

8 ˝

9

10 int main()–

11 pthread˙t tid[4];

12 int i;

13

14 for(i=0; i¡4; i++)

15 pthread˙create(&tid[i], NULL, foo, &i);

16

17 for(i=0; i¡4; i++)

18 pthread˙join(tid[i], NULL);

19

20 return 0;

21 ˝

We might expect that the program will print all the four values of i, but when the

program is executed, we see the following incorrect result containing repetitions:

Hello from thread 1

Hello from thread 3

Hello from thread 3

Hello from thread 3

What causes this behavior? Explain your answer. [10 marks]

(b) [Continuation of Question 2a above] Rectify only the main() function such

that the concurrent peer threads print unique values, i.e., the first thread prints 0,

the second thread prints 1, the third thread prints 2 and the final thread prints 3.

We don’t expect the threads will print ”in order” (we expect that they just print the

correct value per thread). Explain your answer. [10 marks]
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Question 3

(a) Describe how paging works. [5 marks]

(b) Can you use a buffer in userspace as a target for memory transfers using DMA from

peripheral devices? Justify your answer. [5 marks]

(c) A debugger makes it possible to observe and control the execution of some process

and change its memory and registers. How would you use paging and/or segmenta-

tion to support a debugger? [5 marks]

(d) A laboratory is used for teaching first-year programming as well as running CPU-

intensive processes for research in the background. Before upgrading the memory-

intensive IDE which is used for programming, the CPU was normally in use for nearly

100% of the time, and the response time was short. After the upgrade the response

time has increased dramatically, and throughput has been drastically reduced. Give

a possible cause for this behaviour and suggest a remedy which does not involve

additional hardware. [5 marks]
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Question 4

(a) What is a microkernel? [6 marks]

(b) Why is an efficient implementation of inter-process communication critical for the

efficiency of microkernels? [6 marks]

(c) You are asked to write a device driver in a microkernel system for a digital camera

connected to the usb-bus, which contains a tape to store the videos. The device

driver has to fulfil two functions. Firstly, it has to access the data which is on the

tape in the digital camera on a FAT-filesystem, and secondly it has to control the

movements of the tape (move it forward, backwards and stop it). Which parts of

the device driver must be implemented in the microkernel, and which parts may be

implemented as services in user mode? Justify your answer. [8 marks]
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